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!ere’s a new sheri" in town, 
and he’s carrying a whistle. After 
more than 240 comment letters 
and 1,300 form letters, countless 
hearings, and a 3-2 vote by the 
Securities and Exchange Commis-
sion (SEC), the new Section 922 
Dodd-Frank whistleblower bounty 
rules were #nally published in May 
2011. Not that whistleblower laws 
are anything new to Corporate 
America—both the False Claims 
Act and Sarbanes-Oxley created 
speci#c protections for insiders 
who report suspected misconduct. 
Yet the sheer scale of the potential 
#nancial incentives (i.e., 10%-30% 
of sanctions resulting from suc-
cessful securities law prosecutions 
in excess of $1 million) should, 
without question, raise the bar for 
companies to seek out and correct 
wrongdoing quickly and e"ectively 
before employees feel the need to 
bypass their companies’ internal 
reporting systems and take their 
concerns directly to the SEC’s new 
whistleblower line. !e question 
companies should be asking them-
selves in the world of Section 922 
is, “Is our internal reporting system 
trusted by our employees and sup-
ported by our management, and if 

not, how do we enhance it so it is 
the preferred mechanism of choice 
for our employees?”

Some have dubbed the new 
rules a “game-changer,” but in 
truth, nobody really knows where 
the moving parts will land, and 
what the SEC will actually do 
with the “tip a day” calls (and 
reportedly, higher quality tips) 
that it is receiving. What triage 
process will the agency use, what 
feedback will subject companies 
receive, and how will the investi-
gation process be managed? And 
just as importantly, will the SEC 
treat “good” companies (the ones 
that have taken demonstrable steps 
to root out wrongdoing) from 
“bad” companies (the ones with 
no compliance program, or a pro-
gram in name only). We will no 
doubt learn more about the SEC’s 
process for dealing with the rising 
number of whistleblower calls over 
the coming months. 

For now, however, it is clear 
that companies need to step up 
their game. From our perspective, 
the best response for companies is 
to conduct an honest assessment 
of their existing programs—inter-
nal hotlines and everything that 

supports them—and, if needed, 
to change the way that managers 
regard and support these internal 
mechanisms. And beyond just the 
reporting line, now is the time for 
companies to pay attention to the 
overall corporate culture, which 
will, in the end, drive whether 
employees will trust management 
enough to come forward—regard-
less of the promises or statements 
made in the code/policies, posters, 
or the CEO’s annual letter. 

Companies and management 
can take some concrete steps now, 
including:

Take a cold, hard look at 
your employee reporting line 
program. 

Job One should be ensuring 
that internal reporting mechanisms 
are in absolute tip-top shape, so 
as to assure employees who come 
forward that it is the company’s 
intended goal to detect and prevent  
misconduct. Let’s face it—too 
many hotline programs are run like 
a TV episode of “!e O$ce.” It 
really is time for companies to put 
some serious professional weight 
behind how they set up, resource, 
and implement these mechanisms. 

Whistleblower 3.0: Preparing for life 
(and Compliance) under the new 
Dodd-Frank bounty rules
by Patrick gnazzo and Donna boehme   
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!e hotline should have appropri-
ate triage protocols, involving other 
relevant functions (e.g., whoever 
conducts or supports investiga-
tions), as appropriate. !ere should 
be clear, written investigation 
guidelines, and no one should be 
permitted to lead or support an 
investigation without being trained 
in these guidelines. For example, 
ex-law enforcement can be great 
assets to a compliance program, but 
they should be reminded via the 
guidelines that what works for the 
FBI may not be appropriate corpo-
rate protocol. Care should be taken 
to manage internal whistleblowers 
appropriately, identify and stamp 
out retaliation, and close cases on a 
timely basis. !is process should be 
a coordinated e"ort among Com-
pliance, Human Resources (HR), 
and the Legal departments. All of 
these aspects should be monitored 
and periodically audited. And 
above all, there should be a senior 
level, autonomous chief ethics and 
compliance o$cer (not some other 

o$cer with a fake “CECO” title 
tacked on), who has a seat at the 
table where important management 
decisions are being made, to oversee 
the integrity of the whistleblower 
program. More on that below.

Foster a culture of open 
communication

A well-implemented internal 
reporting line should be only one 
part of an overall culture of open 
communication in the organiza-
tion. !ere is not a “one size #ts 
all” formula for an internal report-
ing system. !e company’s culture 
must be taken into consideration in 
determining whether third party 
and internal helplines, written com-
munication systems (either on paper 
or electronic), and/or ombudsmen 
programs will be most e"ective, 
given the company’s culture. And 
beyond these mechanisms, line 
management should foster an envi-
ronment of open communication 
in which employees are encour-
aged to speak up and ask questions 
of their supervisors. It should be 
noted, however, that employees will 
quickly see through management’s 
encouragement and support, if it is 
not meaningful and continuous. 
!e CECO can strengthen that 
support by publishing the number 
of active investigations and gen-
eral results, such as the number 
con#rmed and the number of dis-
ciplinary actions taken as a result 
of the investigations. In addition, 
management’s resolve in ensuring 
that the allegations investigated are 

brought to the board of directors 
will go a long way in developing 
trust between the employees and 
management. 

Some companies not only 
encourage a culture of open com-
munication, they inform their 
employees that they have an 
obligation to report wrongdoing 
or risk disciplinary action them-
selves for remaining silent. When 
individuals understand that the 
company is serious about encour-
aging employees to speak up as 
an integral  part of the company’s 
culture, and that the employees 
will be praised rather than pun-
ished,  potential wrongdoers will 
think twice before attempting to 
commit misconduct. 

Monitor and root out 
retaliation

Retaliation against employ-
ees who speak up is the surest 
way to keep them (and others 
who observe the retaliation) from 

Patrick gnazzo Donna boehme
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coming forward. Now, those same 
people can go directly to the SEC 
whistleblower line. Retaliation (in 
all its obvious and insidious, subtle 
forms) has always been a bad thing 
and a compliance program-killer, 
and now it can land a company 
in the SEC’s crosshairs. !is is a 
good time for Compliance, Legal, 
and HR to collaborate on mean-
ingful ways to protect internal 
whistleblowers, and to ensure that 
misdirected disciplinary actions 
and performance improvement 
measures do not create additional 
retaliation risk. And while you are 
at it, be sure that everyone, includ-
ing every layer of line management, 
is trained and understands what 
retaliation looks like. It is curious 
that many companies have never 
identi#ed a single case of retali-
ation. Given human nature and 
the size of some of these compa-
nies, that’s nearly an impossibility. 
Dodd-Frank is a good reason to 
demand that every layer of man-
agement adhere to a program of 
fostering open communication 
and break the dismal record of 
punishing the concerned and 
forthcoming employee because it 
“messes up our day.” 

Reward the behavior you want
Paul Moore, the former head 

of risk at HBOS, PLC who turned 
whistleblower and testi#er to the 
UK Parliament says “If you want 
someone to do X, pay them to do 
X.” More and more companies 
that are serious about ethics and 

culture are tying compensation, 
performance evaluations, and 
promotions to compliance and 
ethical leadership metrics. You 
can train and preach ethics and 
compliance until the cows come 
home, but in the end, people will 
pay attention to how they are 
measured and compensated. So, if 
you want managers who walk the 
talk, support the hotline, uphold 
#rm standards and don’t retaliate, 
add an ethical and compliance 
leadership component into com-
pensation or bonus calculation (or 
even better, establish a minimum 
score to even qualify for bonus). 
You can even have their super-
visors, peers, and direct reports 
evaluate them against these met-
rics in a 360 degree review process.

Consider non-monetary rec-
ognition of ethical leadership 

We are aware that a number of 
companies are exploring internal 
“bounties” as a counter to Section 
922, but no #rm can really com-
pete with the scale of Dodd-Frank. 
Moreover, an open advertisement 
that encourages employees to turn 
in misbehaving peers could create 
unintended consequences and 
send a mixed message.1 !at’s not 
to rule out individual recognition 
(e.g. discretionary bonus) for an 
employee who has helped the com-
pany. But, there are plenty of ways 
to acknowledge, reward, applaud, 
and encourage ethical leadership 
in a non-monetary manner. In 
fact, surveys consistently con#rm 

that when employees are asked 
what they most crave to be happy 
in the workplace, they rank  
recognition, trust, and engage-
ment signi#cantly higher than 
compensation.2 

One of the simplest and most 
e"ective gestures we have seen is 
a letter and certi#cate from one 
CEO to each newly appointed 
compliance and ethics leader in the 
organization (i.e., senior business 
leaders who also acted as liaisons to 
the compliance program for their 
teams). Equally easy and e"ec-
tive is a recognition letter to any 
employee who shows compliance 
and ethics leadership.3 Such non-
#nancial gestures that acknowledge 
and reward the value of ethical 
leadership are not only free (and 
can be cascaded and imitated for 
free throughout the organization), 
they can have an enormous impact 
on company culture. 

Document your program and 
commission an independent 
evaluation

So this is good practice 
regardless of Dodd-Frank, right? 
But now, buried in a footnote4 in 
the SEC rules and commentary, 
is a potentially signi#cant nod to 
companies and CECOs who are 
serious about compliance. In that 
footnote commentary, the agency 
con#rms that, although it will 
not be independently assessing 
whether a company’s program is 
“e"ective,” the SEC may in fact 
“consider information [it has] about 



www.corporatecompliance.org 888 277 4977 +1 952 933 4977 August 2011 ComplianCe & ethiCs professional 41

CONTINUED ON PAGE 42

the company’s internal compliance 
programs” when deciding whether 
to refer a case back for initial 
investigation. It is unclear whether 
and to what extent the SEC may 
‘refer back’ cases, but this suggests 
even more of a reason to ensure 
that a company’s compliance 
program is meaningful and well-
documented. Documents such as 
board resolutions that establish the 
compliance program mandate and 
escalation provisions, details about 
program structure and resources, 
reporting lines and organizational 
charts, functional mandate and 
other program elements might 
just change the complexion of 
the investigation, if a company 
#nds itself responding to an SEC 
whistleblower complaint. Going 
one step further, commissioning 
an independent evaluation of a 
program by a quali#ed outside 
expert (who reports directly to 
the board without any #ltering by 
management) goes a long way to 
demonstrate a company’s commit-
ment to making its program work. 
Just be sure to take action on the 
expert’s recommendation. 

Ask: Who’s running the pro-
gram? (!e SEC may ask too.) 

In the Tenet Healthcare fraud 
case, Senator Charles Grassley took 
one look at the compliance program 
structure (i.e., general counsel also 
serving as chief compliance o$cer) 
and wrote “It doesn’t take a pig 
farmer from Iowa to smell the stench 
of con%ict in that arrangement.”5 

Lynn Turner, former SEC chief 
accountant has also said publicly6 
that the CECO and whistleblower 
reporting line must not report to 
the general counsel, but directly to 
the Audit Committee, otherwise 
it is “worthless.” !ese statements, 
when taken with a wealth of high 
pro#le settlement agreements, the 
2010 amendments to the Federal 
Sentencing Guidelines that support 
a CECO with “direct reporting 
obligations” to the governing body,7 
and a rising chorus of voices calling 
for CECOs with independence and 
direct un#ltered access to the board 
suggest that companies interested 
in successful compliance programs 
should pay close attention to the 
quali#cations and structuring of 
the CECO role. A strong empow-
ered senior-level CECO with an 
independent budget, direct access 
to the board, and other resources is 
the #rst step to building an e"ective 
program that works as intended.8 
As referenced above, the SEC has 
indicated that it may take note of 
information it has on a company’s 
compliance program. If there was 
a single leading indicator we would 
recommend to the SEC, it would 
be the creation of a robust CECO 
role, the one individual tasked with 
leading and overseeing the program 
(and the reporting line).

Clarify the role of Legal vs. 
Compliance

One of the trickier areas to 
get right is the role of the general 
counsel with respect to internal 

compliance investigations. Lack 
of clarity on the role of Legal 
vs. Compliance undermines the 
independence and e"ectiveness 
of the compliance program and 
the company’s ability to detect 
and prevent wrongdoing. !is is 
because the two functions have 
di"erent, but equally important, 
mandates: the general counsel 
has an obligation to use all legal 
means to protect the corporation 
(unless management waives that 
duty), while the CECO leads a 
program to detect and prevent 
misconduct and to support a cul-
ture of integrity throughout the 
organization. In a perfect world, 
Compliance oversees internal 
investigations, working closely 
with Legal as a partner and subject 
matter expert in a number of key 
risk areas. However, as spectacu-
larly demonstrated in a number of 
recent high-pro#le corporate fraud 
cases, this dynamic can be skewed 
where the general counsel is the 
CECO, or the CECO reports to 
the general counsel.9 !e board of 
directors, the CEO, the general 
counsel, and the CECO must be 
in sync in understanding that the 
misconduct must be dealt with, 
the wrongdoers must be disci-
plined, and the whistleblower 
not only protected but praised for 
doing the right thing. 

Companies in the age of 
Whistleblower 3.0 would be wise 
to put themselves in the place of an 
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employee who has just witnessed 
serious misconduct. Ask yourself: 

“What messages, overt and 
subtle, has my line manager 
given me about speaking up?” 
“If I do report, will anything 
actually be done?” 
“Do I feel safe speaking to my 
supervisor, Compliance, Legal, 
or HR?” 
“Can I really report 
anonymously?” 
“Do I feel positively about 
how whistleblowers have been 
treated around here?” 
“Would my peers support me if 
they found out?” 
“Is the CECO and compliance 
program really independent 
enough to handle my report?” 

Any company where the 
answer to one or more of these 
questions is “No” really has zero 
standing to complain about 
employees who go directly to the 
SEC. It’s going to happen, and for 
good and predictable reasons. 

Make no mistake: reporting 
a concern is hard, and requires 
courage, encouragement, and an 
organizational culture that supports 
speaking up and dispels cynicism. 
In the 40+ combined years that 
the authors have practiced in the 
#eld, we have never once heard of 
an employee’s reason for remaining 
silent to be “because they didn’t 
o"er me enough money.” Becom-
ing a whistleblower is almost never 
about just money, unless it’s over-
coming a fear of losing one’s job. 

In fact, surveys show that the most 
common reason that employees 
report concerns is “outrage.” !at’s 
why—even given the potentially 
large Dodd-Frank rewards at 
stake—those who are focusing 
solely on the “bounty hunter” 
phenomenon may well be proved 
short-sighted. !e decision to come 
forward involves a complex mix of 
apprehension and courage, team 
culture and engagement, personal 
situation and responsibility, com-
pany loyalty, and a host of other 
individual and organizational fac-
tors. !e primary goal should be to 
create an environment where, given 
all these considerations, employees 
make the natural choice to report 
internally. Companies that are 
serious about a culture of open 
communication, compliance, and 
ethics must support internal report-
ing programs that will actually be 
trusted and used as an alternative to 
external whistleblowing. For most 
of our companies, that culture is 
currently weak at best, requiring 
solid management commitment, 
resources, and a CECO who has 
an appropriate degree of autonomy 
and direct access to the board to 
make open communication pro-
grams e"ective. U
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